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**************************************************start of change************************************************
[bookmark: _Toc21335332][bookmark: _Toc26877702][bookmark: _Toc58340993]4.2.2.Z	Validating of user data transported over N9 by UPF with IPUPS functionality
Requirement Name: Validating of user data transported over N9 by UPF with IPUPS functionality.
Requirement Reference: 
TS 23.501 [X], Clause 5.8.2.14; TS 33.501 [Y], Clause 5.9.3.4
Requirement Description: 
"The IPUPS functionality forwards GTP-U packets (received via the N9 interface) only if they belong to an active PDU Session and are not malformed, as described in TS 33.501 [29]." as specified in TS 23.501[X], clause 5.8.2.14.
"The IPUPS shall only forward GTP-U packets that contain an F-TEID that belongs to an active PDU session and discard all others.
The IPUPS shall discard malformed GTP-U messages." as specified in TS 33.501[Y], clause 5.9.3.4.
Threat Reference: TR 33.926 [7], Clause L.2.W, "invalid user plane data forwarding"
TEST CASE: 
Test Name: TC_UP_DATA_VALID_UPF_IPUPS
Purpose:
Verify that the UPF with IPUPS functionality only forward GTP-U packets that contain an F-TEID that belongs to an active PDU session and discard all other. 
Pre-Conditions:
Test environment is set up with UPF with IPUPS functionality under test. The tester is able to send GTP-U packets to the UPF with IPUPS functionality under test and receive GTP-U packets from the UPF with IPUPS functionality under test.
Execution Steps:
1)	The tester sends a GTP-U packet that contains an F-TEID that belongs to an active PDU session to the UPF with IPUPS functionality under test.
2)	The tester sends a GTP-U packet that doesn’t contain an F-TEID that belongs to an active PDU session to the UPF with IPUPS functionality under test.
3)	The tester receives GTP-U packet(s) from the UPF with IPUPS functionality.
Expected Results:
Only the GTP-U packet that contains an F-TEID that belongs to an active PDU session is received by the tester. The other one is not receirved by the tester.
Expected format of evidence:
Files containing the received GTP-U packets.
**************************************************next change************************************************
[bookmark: _Toc21335317][bookmark: _Toc26877687][bookmark: _Toc58340977]2	References
 [X]	3GPP TS 23.501: "System Architecture for 5G System; Stage 2" (Release 16).
[Y]	3GPP TS 33.501: "Security architecture and procedures for 5G system" (Release 16).
**************************************************end of change************************************************
